
Our risk management framework
The Group’s risks are managed on a day-to-day basis 
within the businesses and functions across the Group’s 
entities. Inherent risks are identified and assessed by 
“First Line” resources alongside controls and their 
proven or expected mitigating effects. This process is 
supported by the risk functions across the Group and is 
called the Risk and Control Self-Assessment (“RCSA”). 
Risk is aggregated across businesses, themes and 
functions as directed by the Executive Committee, to 
provide risk reporting for the Group and the qualitative 
and quantitative bases for determining risk appetite for 
the firm. The Executive Committee is responsible for 
endorsing the policies and procedures within the Group 
framework and motivating the business to take calculated 
risks. The “Second Line” risk function is responsible for 
the risk taxonomy and the Group’s risk register as well 
as the management of risk events (recording, escalation, 
reporting) through the Risk Committee. The regional risk 
officers (Luxembourg and Australia) report to the Head of 
Risk and the Chief Risk Officer. 

The Board believes the Group has an effective framework 
to identify, manage, monitor and report the risks the firm 
is or might be exposed to, or pose or might pose to others, 
and operates adequate internal control mechanisms, 
including sound administration and accounting 
procedures.

Three lines of defence
The Group operates a three lines of defence (“3LOD”) 
model with risk management oversight owned by and 
managed within the second line of defence (“2LOD”). 
The Audit & Risk Committee of the Group receives 
quarterly reports on the risk profile of the UK, Luxembourg 
and Australian entities from the Head of Risk for Foresight 
Group LLP.

RISKS

STRATEGIC REPORTINTRODUCTION GOVERNANCE FINANCIAL STATEMENTS

Overview Business review Performance and risk

FORESIGHT GROUP HOLDINGS LIMITED
Annual Report and Financial Statements FY23

73



RISKS CONTINUED

• Periodic reviews of integrity and adequacy of risk reporting

• Independent review of adherence to risk policies/procedures
• Recommendations and verification of implementation for 

detailed process and control improvements

• Tracking and reporting of incidents, losses and breaches

• Verification of the adequacy of the Group Risk Framework

• Non-executive challenge of the overall adequacy and 
effectiveness of actions taken by the Risk Committee

• Day-to-day responsibility for implementation of Risk 
Framework

• Risk identification, scoring and prioritisation with input from 
first line of defence

• Preparation of risk reporting

• Implements and monitors risk policies and procedures

• Advises on risk impact of regulatory issues/other external 
changes 

• Loss/incident analysis

• Monitoring of investment limits

• Primary responsibility for ensuring adequate control 
environment and adherence to risk policies and procedures

• Primary responsibility for managing investment risk in 
accordance with fund mandates

• Input into risk identification and scoring managed by Risk 
function 

• Notification and escalation of losses and incidents

• Provision of data for risk reporting

Board of Foresight Group Holdings Limited  
(the “Group”)

Executive Committee for UK Prudential Consolidation Group (the “Firm”)

Firm Risk Committee

Risk & Compliance

Businesses, Functions

Third line of defence

External oversight/assurance

Second line of defence

First line of defence

• Accountable for the overall adequacy and effectiveness of the Group-wide Risk Framework and 
the Group’s risk culture

• Delegates responsibility to the Executive Committee

• Responsible for the overall adequacy and effectiveness of the Group-wide Risk Framework

• Approves risk policies and procedures, risk roles and responsibilities 
• Sets “tone from the top” and establishes tangible risk appetite and strategy

• Monitors risk reporting and ensures actions are taken to mitigate risk
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RISKS CONTINUED

Risk appetite
The Risk Appetite Framework is the overall approach through which the risk appetite 
is established or updated, communicated and monitored. It includes the Risk Appetite 
Statement, an articulation of the aggregate level and types of risk that the Group is 
willing to accept, or avoid, in order to achieve the business objectives of Group. It 
includes qualitative statements, quantitative measures expressed in relation to earnings, 
capital, concentration, liquidity, risk measures and other relevant measures (individual 
business or functional area appetite statements) as appropriate. 

The Group uses staggered risk limits (Early Warning Indicators (“EWIs”) and hard 
limits) as appropriate for each risk metric to monitor compliance with the approved risk 
appetite. 

All risk limits are reviewed quarterly at the Risk Committee and during the annual 
calibrations by the Executive Committee with other risk appetite components to ensure 
that they are relevant and appropriately calibrated.

Operational resilience
As Foresight Group has grown, the Risk Committee now also has more focus on 
operational resilience. 

Our stakeholders expect that the self-assessment processes within our Risk Management 
Framework deliver actionable insights that lead to improvements in the Group 
operational processes. Operational resilience has been a more visible feature of the due 
diligence exercises we undertook on behalf of our key counterparties over the financial 
year and the Board has monitored our progress as we strengthened our processes. 
Our initial exercise identified our important business services and the level of resilience 
required for the Group to deliver these services without impairing the quality of those 
services to our clients. The analysis highlighted areas of our operational resilience that 
we should enhance. Our principal regulated entity, Foresight Group LLP, is not in scope 
for the operational resilience rules that came into force last year, but the Board believes 
that an operational resilience framework aligned with the rules represents best practice 
and will position our business well for upcoming regulations in the UK and globally, 
for example where EU, Australian and US rules may apply to our activities directly or 
indirectly through extra-territorial scope.

Board of FGHL and 
Exco determine that 
Foresight Group LLP, 
as the MIFIDPRU 
Investment Firm and 
principal regulated 
entity, must cease its 
regulated activity and 
surrender its permissions 
such that Foresight 
Group LLP is no longer 
authorised under Part 
4A of FSMA 2000.

Wind-down may occur 
in normal market 
conditions, but the 
underlying assumption 
for the plan is that an 
orderly wind-down is 
executed under stressed 
market conditions.

Wind-down may be 
the natural corollary of 
the Group’s inability to 
recover from an event 
or series of events, i.e. 
a failure of controls, 
business continuity 
and disaster recovery 
planning.

The Crisis Management 
Plan (Disaster 
Recovery Plan (“DRP”)) 
is the process by which 
events categorised as 
crises are managed. 

The DRP is activated 
when there is a 
catastrophe, including, 
but not limited to, 
property destruction 
and/or loss of life. 

The DRP may be 
activated upon a 
significant event 
or series of events 
that bear a heavy 
reputational risk 
payload to the Group, 
such as a “green-
washing” scandal. 

The Business 
Continuity Plan 
(“BCP”) is the 
process by which 
events categorised 
as emergencies are 
managed. 

The BCP is in place 
to ensure that our 
regulated activities can 
continue more-or-less 
uninterrupted given 
a variety of scenarios 
that would otherwise 
cause them to stop. 

The BCP may be 
activated upon cyber 
assaults, out-of -hours 
terrorist assault on or 
nearby office locations, 
or the next pandemic. 

Outsourcing/
third-party review. 

Due diligence.

Risk appetite limits.

Control assessment 
framework.

ISAE 3402 compliance.

Business and function 
internal limits.

Ongoing first line of 
defence (“1LOD”) 
activities that 
reduce potential 
harms to clients 
and counterparties, 
financial markets and 
the Group itself.

Crises

Disaster 
recovery

Wind down

Emergencies

Business 
continuity

Event 
prevention

Controls

Operational resilience

Operational risk management

Stressed market 
conditions
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RISKS CONTINUED

Geopolitical risks, business continuity and 
disaster recovery
We regularly monitor our exposure to geopolitical risks 
and perform scenario analyses to work through potential 
consequences.

The impact of Russia’s invasion of Ukraine continues to 
be felt throughout Western Europe and beyond, although 
European economies are adjusting well to the loss of 
cheap Russian energy supplies. The mild winter and 
relatively low demand for LNG from China supported 
European resolve with respect to sanctions, but it is hard 
to predict how this commitment develops if either of those 
mitigating factors falls away this year. Escalation in the 
conflict, especially direct engagement of other nations, 
will likely result in continued supply chain disruption and 
inflation persisting at high levels.

We expect central banks have hiked interest rates near 
to their peaks bearing in mind growth considerations, 
in order to dampen inflationary expectations and avoid 
stagflation, where low growth and wage inflation would 
create a destructive “new normal”.

One significant potential impact to our business from 
the current macroeconomic environment is the risk 
of a slowdown in climate-related energy transition 
programmes, with the transition to clean energy sources 
in some countries at threat from immediate short-term 
requirements to support economic growth and affordable 
energy. We see this as an opportunity to communicate our 
commitment to a longer-term vision of energy security 
through low carbon energy technologies but accept that 
the climate narrative might shift at the sovereign level. 

The high energy price environment and cost of living crisis 
have increased the likelihood of government intervention 
in the market in which the Group operates. 

In the UK, the Electricity Generator Levy announced in 
the Chancellor’s 2022 Autumn Statement introduces a 
temporary 45% tax that will be levied on extraordinary 
returns from low-carbon UK electricity generation for 
the next five years. In Europe, the European Council 
announced proposals to temporarily cap revenues for 
electricity from energy producers at EUR 180/MWh, 
in addition to demand reduction targets for electricity 
consumption of 15% per Member State. Member States 
retain discretionary powers to define a lower revenue cap 
if deemed necessary.

The Group continues to maintain strong liquidity across 
a range of scenarios, with the greatest threats to capital 
and liquidity positions represented by the risks of new and 
escalating conflicts, persistent inflation, tightening fiscal 
and monetary policies and levies on renewable energy 
providers.

We remain concerned about the risks of an escalating 
war in Eastern Europe, particularly with respect to 
cyber-attacks against core infrastructure in the UK as a 
response to supporting Ukraine. Our renewable energy 
asset supply chain is not immune from cyber-attacks by 
state-sponsored hacking groups and we are providing 
additional resources to mitigate these risks.

Cyber risk
The IT team leverages a wide array of leading technology 
solutions and industry best practice to maintain a secure 
perimeter and detect and respond to threats in real time. 
Additionally, senior management (including the Foresight 
Executive Committee) are actively engaged and regularly 
updated on the extent of the threat, the mitigations in 
place to counter this threat, and the business continuity 
and response plans in place to manage cyber incidents. 
The Information Technology Steering Committee and the 
Risk Committee provide oversight of the management of 
cyber risk. Cyber risk is a standing agenda item of the Risk 
Committee. The IT team tests our cyber defences regularly 
through simulated cyber-attacks (penetration testing). 
These exercises feed into a significant programme of work 
to continue to enhance the integrity and security of our 
digital estate. The Board is focused on the evolution of 
our cyber capabilities as part of our operational resilience 
and updates on the emerging and evolving cyber threat 
landscape are provided. 

With respect to the operational resilience of our service 
providers, we are also focused on the risk that hackers 
might find a way into the Group’s systems through 
a compromised third party and so we now include a 
detailed IT security assessment as part of our evolving 
due diligence process on such providers.
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RISKS CONTINUED

Integration
In 2022 Foresight Group acquired Infrastructure Capital 
and the venture capital business of Downing Capital. 
The Risk function has worked closely with the Compliance 
team to integrate these new businesses into Foresight 
Group’s frameworks through the alignment of policies, and 
a continuing exercise to onboard the remaining entities to 
our enterprise risk management platform. This will ensure 
that risk and control standards are consistent across the 
Group.

ICARA
Our Prudential Consolidation Group is comprised of our 
principal regulated entity, Foresight Group LLP, and its 
subsidiaries. The Group is in scope of the FCA’s Investment 
Firms Prudential Regime (“IFPR”). The regulation is 
implemented through the MIFIDPRU rulebook and came 
into force on 1 January 2022. As well as capital and 
liquidity requirements, the rulebook sets out governance 
requirements and revised remuneration standards that 
apply to the Collective Portfolio Management Investment 
firm but also represent best practice for the Group. 
In October 2022, the ICARA was approved by the 
Executive Committee.

Result 1 – Enhanced 
decision-making

Result 2 – Improved 
resilience and 
adaptability

Result 3 – Regulatory 
compliance and 
reduced legal 
exposure

Result 4 – Increased 
stakeholder 
confidence

Explanation Explanation Explanation Explanation

A strong risk culture fosters 
informed decision-making 
by ensuring that risk 
considerations are an 
integral part of strategic 
planning, investment 
decisions and operational 
management.

Organisations with a robust 
risk culture can better 
anticipate and respond to 
emerging risks, disruptions 
or changes in the market 
environment.

Companies with a strong 
risk culture are more likely 
to comply with relevant 
regulations and laws, 
reducing the likelihood of 
penalties, fines or legal 
actions.

Demonstrating a robust 
risk culture can boost the 
confidence of stakeholders, 
such as investors, 
customers, suppliers and 
regulators.

Opportunity Opportunity Opportunity Opportunity

This can lead to better 
business outcomes 
and improved financial 
performance.

This increased resilience can 
help Foresight’s businesses 
adapt to new challenges 
and maintain a competitive 
edge.

Foresight’s forward-looking 
risk and compliance culture 
protects the Company’s 
reputation and helps 
avoid costly litigation or 
regulatory enforcement 
actions.

This can lead to increased 
investment, customer 
loyalty and market 
credibility, positively 
impacting the Company’s 
overall performance.

Strengthening risk culture
The Risk function is responsible for developing and maintaining a strong risk culture at the behest of the Board. 
A strong risk culture helps Foresight Group to proactively identify, assess and manage risks, which can enhance 
opportunities for growth. 
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RISKS CONTINUED

Strengthening risk culture continued

Result 5 – Attraction 
and retention of 
talent

Result 6 – Innovation 
and growth

Result 7 – Enhanced 
reputation and brand 
value

Result 8 – Better 
access to capital

Explanation Explanation Explanation Explanation

A robust risk culture can 
create a positive work 
environment that values 
transparency, accountability 
and continuous 
improvement.

By embracing a strong 
risk culture, Foresight 
can identify and seize 
opportunities for innovation 
and growth, while 
effectively managing the 
associated risks.

Foresight is committed 
to successfully managing 
risks and demonstrating 
a commitment to ethical 
conduct.

Our risk culture can make a 
business more attractive to 
investors and lenders.

Opportunity Opportunity Opportunity Opportunity

Foresight is committed to 
attracting and retaining 
high-quality employees who 
are motivated to contribute 
to our success.

This helps Foresight develop 
new products and services, 
supports our expansion and 
increases profitability.

This builds our reputation 
and brand value, leading to 
increased customer loyalty, 
stakeholder trust and 
market share.

This can lead to better 
access to capital and 
potentially lower borrowing 
costs.
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RISKS CONTINUED

Strengthening risk culture continued
By fostering a strong risk culture, businesses can seize 
opportunities, mitigate threats and create a sustainable 
path for long-term success.

We continue to enhance our RCSA activities as part of our 
process of supporting the Group’s risk culture. The RCSA 
process is a core part of our risk management framework 
and helps us manage risk across the Group. The Risk team 
meets with the heads and risk owners of the businesses 
and core functions on a monthly basis to assess emerging 
and evolving risks. These meetings also provide exposure 
and training on our enterprise risk management platform 
as we migrate form our former RCSA processes and 
embed a culture of more regular assessments. 

RCSAs are used to identify inherent risks arising from 
activities conducted by businesses and functions across 
the Group. We record and assess the controls in place 
to mitigate risks as well as the risks themselves, which 
enables us to maintain ongoing oversight of the overall 
risk profile of the Group.

Reputational risk
Foresight Group’s growth strategy and value to its 
Shareholders depends on its sustainability credentials 
and, as such, the Board recognises that the controls in 
place to mitigate associated risks such as Greenwashing 
and “Impact Washing” need to be robust and receive 
additional focus. Foresight Group communicates with 
clients through a variety of media channels, as we support 
the marketing and promotion of our products across a 
wide set of markets and jurisdictions. 

The Board recognises the importance of being able to 
substantiate our sustainability claims wherever they 
are made, beyond the threshold standard of “fair, clear 
and not misleading”. The Head of Risk is a member of 
the Sustainability Committee and is responsible for the 
oversight of sustainability risk management activities 
across the Group.

Sustainability risk
Our Risk function ensures that there is a robust framework 
in place to identify and manage sustainability risks and 
opportunities as well as improve Board visibility of our 
activities. The management of the risks arising from 
our sustainability objectives focuses as much on the 
opportunities as the threats. Supporting a diverse range 
of financial products designed to satisfy our customers’ 
sustainable investment objectives necessitates enhanced 
oversight not only of the investment process but also the 
marketing and promotion of those products.

Sustainability, within which we include environmental, 
social and governance (“ESG”) practices, has become an 
important business driver over the last decade for most 
firms and is a key driver for Foresight. Foresight also 
focuses on wider environmental issues, such as nature 
and biodiversity, firstly because these form a core part 
of our sustainability strategy and secondly because we 
expect the regulator to follow the same path with TNFD 
(Taskforce for Nature-related Financial Disclosures) as it 
did for TCFD; voluntary disclosures become mandatory 
through the adoption into the rulebooks.

We also focus on social and governance issues, such 
as diversity and inclusion and supply chains. The FCA 
Financial Lives Survey (the full report of which is 
scheduled for publication this summer) reveals that “at 
May 2022, 79% of consumers think businesses have a 
wider social responsibility than simply to make a profit.” 

The success of our business depends on our ability to 
generate attractive risk-adjusted returns for our investors 
while meeting our sustainability objectives. Delivering any 
of the ambitious climate and “social” targets demanded 
represents a challenge for every business and in addition 
to aligning business strategies, requires significant 
investment in data frameworks and controls to support 
regulatory reporting requirements.

Our Board requires assurances that our significant ESG 
risks have been identified, are measured and managed 
and that our businesses have enhanced their first line of 
defence risk management activities to integrate climate 
risk management. 

Our “social” risks are clearly a responsibility for all staff 
and our People and Sustainable Culture team continue to 
improve the data collection and analytical capabilities that 
will enable us to report most of the metrics mentioned in 
a recent FCA discussion paper and make sure that we can 
evidence our commitment to diversity and inclusion.

STRATEGIC REPORTINTRODUCTION GOVERNANCE FINANCIAL STATEMENTS

Overview Business review Performance and risk

FORESIGHT GROUP HOLDINGS LIMITED
Annual Report and Financial Statements FY23

79



RISKS CONTINUED

Sustainability risk continued
Regulatory and legal risk, particularly with respect to 
the integrity of sustainability claims (including the risk 
of “greenwashing”) is a feature of most top ten risk lists 
for product manufacturers and distributors. Foresight’s 
sustainability focus necessitates additional controls and 
careful scrutiny of all of our sustainability claims in digital 
and print media. We expect that enforcement activity 
relating to specious sustainability claims will be a significant 
feature of the regulatory landscape over the short to 
medium term, as new regulations come into force while 
firms adapt to regulatory requirements and enhance their 
existing processes around the current requirements for 
“fair, clear and not misleading” communications.

Financial crime risk assessment
Foresight Group must ensure that there are adequate 
systems and controls in place to manage any potential 
financial crime (“FC”) risks within the business and combat 
the potential misuse of its services and products in the 
furtherance of FC. 

The Group aims to meet its responsibilities in carrying out 
its activities in accordance with the laws and regulations 
of the UK and the overseas jurisdictions in which it 
operates. The Group and its subsidiaries must comply 
with FC laws and regulations related to, but not limited to, 
money laundering, terrorist financing, financial sanctions, 
proliferation financing, fraud, anti-bribery and corruption, 
market abuse and tax evasion.

The Group has established a framework to manage FC risk 
effectively and proportionately, underpinned by five key 
pillars: Governance, Risk Assessment, Due Diligence & 
KYC (“Know Your Customer”), Training & Awareness and 
Monitoring & Surveillance. These pillars go across all three 
lines of defence; however, the key second line of defence 
(“2LOD”) activities undertaken to deliver this framework 
for Foresight are as follows:

Governance The Money Laundering Reporting Officer (“MLRO”) is responsible for oversight 
of Foresight Group LLP’s (“Foresight”) compliance with the FCA’s rules as well as 
systems and controls to manage FC risk. The Compliance function meets monthly to 
discuss FC matters affecting Foresight and reports to the Executive Committee.

Risk Assessment An annual risk assessment specific to each of the principal regulated Foresight entities 
is produced. Identification of inherent risks, controls and an assessment of residual risk 
areas requiring focus to ensure all financial crime risks are identified, understood, and 
managed/mitigated.

Due Diligence & KYC Initial risk-based KYC due diligence on prospective and existing clients, investors, 
transactions and counterparties is supported by periodic risk-based KYC reviews, with 
enhanced initial and periodic reviews where there is a higher financial crime risk (e.g. 
PEPs). In addition to the 1LOD quality assurance reviews, the 2LOD reviews a sample of 
KYC files via the compliance monitoring programme (“CMP”).

Training & 
Awareness

Annual financial crime training for Foresight employees is supported by periodic 
FC refresher training via e-Learning and classroom sessions, as well as regular 
communications on topics such as how to escalate issues to Compliance.

Monitoring & 
Surveillance

Reporting of potential higher-risk circumstances, issues and breaches to the Risk 
Committee and the Executive Committee which includes the MLRO. 

Reporting of suspicious activity to the MLRO in accordance with the Anti-Financial 
Crime Guide.

Periodic review and assessment of the Firm’s FC monitoring systems and controls in 
accordance with the compliance monitoring programme.

These pillars are supported by policies and procedures including the AML Policy and Anti-Financial Crime Guide, 
Anti-Bribery & Corruption Policy, Anti-Market Abuse Policy, Anti-Tax Evasion Policy and Record Keeping Policy.

Conduct risk
Foresight Group defines conduct risk as the risk from improper behaviour or judgement by our employees, associates 
or representatives that results in negative financial, non-financial or reputational impact to our clients, employees, the 
firm and/or the integrity of the markets. This is a Group-wide definition and sets the foundation for the conduct risk 
framework. Confirming appropriate standards of conduct is a key aspect of the Group’s culture. 
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RISKS CONTINUED

Conduct risk continued
In order to manage conduct risk we take the following 
approach: 

a) Identify and analyse – Define potential key areas of 
conduct risks 

b) Mitigation – Operation and assessment of existing 
management controls (processes, procedures and 
documents) that are key in ensuring the sound conduct 
of the business 

c) Monitoring and management – Analysis of potential 
gaps and formulation of remediation recommendations 
where appropriate 

d) Reporting – Discussion of content and potential actions 
with senior management 

We look to identify potential conduct risks through regular 
review of the key risk areas across the business. We evaluate 
any conduct breaches and put in place mitigating measures 
to avoid further occurrences. 

As the conduct risk framework matures, we reduce the 
opportunity for behaviour that could result in harms to our 
clients, harms to the integrity of the financial markets and 
harms to the Group itself.

RISK DESCRIPTION CAUSES CONSEQUENCES

PREVENTATIVE AND 
RESPONSIVE CONTROLS 
AND ACTIVITIES

Principal Risk

Investment Landscape, 
Macro-economic 
Conditions

The opportunity for investment in the markets in which 
Foresight operates is highly competitive. Identifying and 
committing capital to investment opportunities over the 
long term involves a high degree of uncertainty and our 
profitability is sensitive to many factors, including Power Price 
volatility. Persistently high levels of inflation and uncertainty 
over central bank containment policies may have far-reaching 
consequences for investments. The Group recognises the 
need to balance competing aspects of wage inflation across 
capital requirements and talent retention.

• Price inflation and 
currency fluctuations

• Political and geopolitical 
uncertainty

• Regulatory changes and 
compliance complexity

• Business disruptions and 
supply chain risks

• Reduced investment returns

• Decreased market confidence

• Regulatory non-compliance

• Supply chain disruptions

• Business continuity and 
supply chain resilience

• Diversification of investment 
portfolios. 

• Active management of 
investment portfolios

• Revision of hard and soft risk 
limits, risk appetite

• Cost reduction and policy/
process reviews

Cyber Risk Information 
Security

Asset managers are vulnerable to data breaches from 
cyberattacks, which can result in financial losses, regulatory 
fines and reputational damage

• Phishing attacks

• Malware and 
ransomware

• Insider threats

• Unpatched software

• Data breaches and unauthorised 
access to sensitive information

• Expensive data recovery and 
security remediation exercises

• Confidential information 
distributed with potential harms 
to clients, markets and firm

• Potential vulnerabilities exploited 
more easily

• Reputational damage

• Robust firewall and intrusion 
detection systems

• Secure and resilient IT 
systems

• Employee security 
awareness training

• Strong access controls and 
authentication mechanisms

• Additional encryption and 
data protection measures

Top 10
The following table represents the Top 10 risks to the execution of the Group’s strategic goals, as of 31 March 2023. The threat landscape is evolving, and debated at the Risk Committee, 
which convenes on a monthly basis. The principal risks are discussed at the Audit & Risk Committees, where our assessment and control framework is challenged.
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RISKS CONTINUED

RISK DESCRIPTION CAUSES CONSEQUENCES

PREVENTATIVE AND 
RESPONSIVE CONTROLS 
AND ACTIVITIES

Principal Risk

Sustainability Risk The risk associated with environmental, social, and 
governance factors that can affect investment performance, 
regulatory compliance, and reputation.

• Climate change and 
environmental impacts 

• Regulatory changes and 
compliance complexity

• Changing customer 
preferences and market 
shifts

• Social inequity and 
human rights violations 

• Regulatory non-compliance

• Reputational damage

• Stakeholder disengagement 

• Decreased market share

• Social responsibility policies 
and programmes

• Supply chain sustainability 
management

• Compliance monitoring and 
reporting 

• Crisis management and 
disaster recovery planning

Regulatory Compliance The risk of changing regulations or compliance failures that 
could result in fines, penalties, or reputational damage. 
Foresight must comply with a variety of regulatory 
requirements, including Sustainability Disclosure rules, which 
can result in significant penalties if violated.

• Changes in government 
policies, industry 
standards and best 
practices

• Shifts in regulatory 
enforcement practices, 
increased penalties and 
legal consequences

• Updates to compliance 
requirements and 
increased compliance 
costs

• International regulatory 
harmonisation 

• Non-compliance

• Reputational damage

• Increased costs

• Business disruptions

• Regulatory monitoring and 
compliance programmes 

• Engagement with 
regulatory bodies and trade 
associations

• Compliance training and 
awareness programmes

• Legal and compliance firm 
consultations

Top 10 continued
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RISKS CONTINUED

RISK DESCRIPTION CAUSES CONSEQUENCES

PREVENTATIVE AND 
RESPONSIVE CONTROLS 
AND ACTIVITIES

Principal Risk

Third-Party Risk The Group may rely on third-party service providers for 
various functions, which can introduce additional operational 
risks that need to be managed and monitored.

• Supplier quality issues

• Ethical and social 
responsibility concerns

• Lack of supply chain 
transparency

• Geopolitical and natural 
disasters

• Business disruptions and 
financial losses

• Reputational damage

• Compromised product quality 
or safety

• Compromised cyber security

• Impact on investment 
performance

• Vendor and supplier 
evaluation and selection 
criteria

• Supplier financial risk 
assessment

• Increase supply chain visibility 
and transparency measures

• Business continuity and 
disaster recovery planning 
review and test

• Active third party risk 
management

Resilience Risk Including business continuity and disaster recovery risks, 
Foresight must have contingency plans in place to ensure 
continuity of operations in the event of natural disasters, 
system failures and other disruptions. Asset managers must 
have contingency plans in place to ensure business continuity 
in the event of natural disasters, system failures, or other 
disruptions.

• System or technology 
failures

• Natural disasters

• Cyber security attacks

• Third-party service 
provider failures

• Service outages

• Financial losses 

• Reputational damage

• Regulatory penalties

• Redundancy and backup 
systems

• Business continuity and 
disaster recovery plans

• Staff training and 
competency development

• Supply chain diversification 
and contingency planning

Emerging Risk

Geopolitical risk The risk that political, social, or economic events in a specific 
country or region may have a negative impact on the 
performance of investments in that area.

• Political instability and 
regime changes

• Trade wars and tariffs

• Economic sanctions and 
embargoes

• Terrorism and political 
violence

• Business disruptions

• Financial losses

• Reputational damage

• Compromised cyber security

• Geopolitical risk assessment 
and monitoring, political and 
country risk analysis

• Contingency and crisis 
management plans

• Diversification of markets 
and supply chains

• Reputational risk 
management strategies
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RISKS CONTINUED

RISK DESCRIPTION CAUSES CONSEQUENCES

PREVENTATIVE AND 
RESPONSIVE CONTROLS 
AND ACTIVITIES

Evolving Risk

Data and Records 
Management

The risk that the Group’s processes, systems and controls 
relating to the management, storage and protection of data 
and records are not sufficient to support the growth in the 
Group’s business.

• Inaccurate data entry 
and errors 

• Data duplication and 
redundancy

• Data breaches and 
security incidents

• Lack of record retention 
and destruction policies

• Compromised data integrity 

• Legal and regulatory 
consequences

• Business disruptions

• Data loss and unavailability

• Data governance framework 
and policies 

• Data privacy and compliance 
programmes 

• Backup and recovery 
systems 

• Cyber security measures and 
access controls 

Conduct and Culture Conduct risk is the risk of harm to our clients arising from 
misconduct by our employees or by third parties or other 
counterparties engaged by the Group.

• Ethical misconduct and 
fraud

• Inadequate training and 
awareness programmes

• Poor governance and 
oversight

• Conflicts of interest and 
insider trading

• Reputational damage

• Loss of customer trust

• Legal and regulatory 
consequences 

• Decreased employee morale and 
productivity

• Code of conduct and ethics 
policies

• Regulatory compliance 
programmes

• Whistleblowing policy

• Conduct and culture 
assessments/audit

Human Capital Risk Foresight relies on skilled personnel to manage investments 
and run their businesses, so human capital risks such as key 
person risk and talent retention risk, can be significant.

• Talent attrition and 
staffing shortages

• Skill gaps and 
inadequate workforce 
planning

• Training and 
development gaps 

• Succession planning and 
key person risk

• Business disruptions

• Decreased productivity

• Loss of critical knowledge

• Talent retention challenges

• Talent acquisition and 
retention strategies

• Workforce planning and skill 
development programmes

• Succession planning and 
knowledge transfer

• Training and development 
requirements
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